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BUILDING A SUCCESSFUL DIGITAL  
& SUSTAINABLE FUTURE

Accelerated by the COVID-19 pandemic, digitalization has 
dramatically increased over the last two years, both within 
companies and across society. At the same time, pressure on 
companies to counter climate change through new products, 
processes, and purpose has also grown. Both of these drivers have 
moved a wide range of technology topics up the strategic agenda 
for executives, who have often been forced to take immediate action 
in response to changing trends, new regulations, or the activities 
of competitors. 

Uncertainty and change are continuing in 2022. Geopolitical conflicts 
are stirring up long-forgotten fears with unimagined and far-reaching 
consequences for the entire global economy. Watching the news, we can 
often feel as if everything we previously viewed as fixed and constant 
has disappeared to be replaced by an alternate reality.

However, uncertainty provides opportunities. One of the biggest threats 
for organizations is that they miss potential upsides where technology 
can deliver lasting value or that they are held back by failing to adopt 
new innovations and ways of working.

To help executives, Arthur D. Little (ADL) has worked with clients to 
identify some of the most important current and future technology 
trends, focusing on those that provide the highest business impact in 
terms of effectiveness and efficiency moving forward. Companies that 
manage to successfully address these trends will position themselves to 
build sustainable competitive advantage in the form of higher customer 
and employee satisfaction, cost benefits, and, most importantly, an edge 
in technology knowledge and skills. 

In this Report, we provide an overview of 11 key trends: from essential 
foundations (e.g., data-driven business models) to areas that enable 
competitive differentiation (e.g., artificial intelligence (AI)-empowered 
business process automation).

E X E C U T I V E  S U M M A R Y

A R T H U R  D .  L I T T L E
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SHIFT FROM TECHNOLOGY 
COMPETITION TO 
ECOSYSTEM SERVICES

Across all sectors, data has become the new 
currency, with more and more companies basing 
their business models on data collection and 
usage. 

However, focusing solely on a company’s own 
business model can narrow thinking and limit 
the possibilities data can deliver. Often, the real 
value of data comes from its flexibility and its 
potential to provide a complete picture. Over 
half of the value add of data-driven business 
models stems from ecosystems. 

Organizations looking for new business 
opportunities around data should therefore 
think cooperatively across industries to leverage 
the full potential of data-driven business 
models (see Figure 1). Rather than simply seeing 

1 Eiden, Michael, et al. “From Insight to Impact.” Arthur D. Little, December 2021.

data primarily as a resource to improve existing 
business models, organizations should instead 
focus on how their available data can add value 
to their ecosystem.

When defining the organization’s ecosystem, 
it is essential to think very broadly and not just 
focus on the organizations that it interacts with 
already. It is imperative to look at the bigger 
picture. 

A good example of where data-driven business 
innovation and collaboration have delivered 
success is at global flavorings company 
McCormick, which we featured in our recent 
ADL Report, “From Insight to Impact.”1 The 
company creates new flavorings for customers 
to incorporate into their products, with the aim 
of providing a range of options that spans low-
innovation, staple products with a high potential 
for market success as well as more innovative 
novelty products. 

Figure 1. Data-driven business model innovation 

1  D ATA - D R I V E N  B U S I N E S S  M O D E L 
I N N O V AT I O N 

Source: Arthur D. Little

Source: Arthur D. Little

Figure 1. Data-driven business model innovation 
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A R T H U R  D .  L I T T L E

Previously, creating new flavors was a manual 
process, with product developers combining 
elements and choosing potential options. 
Given the enormous range of combinations, it 
is impossible to manually evaluate each one. 
McCormick has now worked with IBM to develop 
an AI system that explores and combines all 
options within predefined conditions, delivering 
flavorings with high potential for market 
success as well as novelty options. Pairing 
McCormick’s global expertise with leading AI 
research helped the company accelerate the 
speed of flavor innovation and deliver highly 
effective, consumer-preferred formulas. 

WHEN 
DEFINING THE 
ORGANIZATION’S 
ECOSYSTEM, 
IT IS ESSENTIAL 
TO THINK VERY 
BROADLY

ACTIONS FOR THE EXECUTIVE

Organizations can take one of two approaches to identify how to leverage existing data to  
add value within their ecosystem: 

1. Top-down — by focusing on the value-add for their ecosystem.

2. Bottom-up — by analyzing available data (e.g., from sensors) to identify opportunities.

From this start point, organizations should look to follow three steps, with the order depending 
on whether they adopt a top-down or bottom-up approach:

1. Identify value add for ecosystem.

2. Define needed data analysis.

3. Find possibilities for data collection and storage.

These steps cover identifying the value for the ecosystem, defining the data analysis required 
to deliver value, and identifying how to collect and store the relevant data.
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GREEN TRANSITION  
FOR COMPETITIVE EDGE

Our (economic) life is based on the consumption 
of resources — in the past, present, and 
future. We classify entire epochs based on 
the resources that define them, such as the 
Stone, Copper, Bronze, and Iron Ages. Yet these 
classifications demonstrate how transient the 
need for particular resources are. 

Today we are facing nothing less than the 
emergence of a new epoch: the Green Age. 
Triggered by the desire to combat climate 
change and reinforced by the urge to reduce 
geopolitical dependencies through supply 
chains, a radical change in the socio-technical 
regime is emerging.

This transition is accompanied by previously 
unimagined opportunities for companies to gain 
competitive advantage. Using resources more 
efficiently and successfully transitioning to 
green energy are central to future success for 
industrial companies. The range of potential 
technologies is wide, with a major focus on 
sustainable energy production, storage, and 
more efficient power distribution. This focus 
is driving the allocation of capital, particularly 
from (institutional) investors.

These opportunities and ever greater consumer, 
political, and regulatory pressures are also 
shaping the CEO’s future strategic agenda. 
Many are already embracing the opportunity. 
For example, CEOs of companies such as 
Deutsche Telekom and IBM have formed the 
European Green Digital Coalition to aid the 
implementation of the EU’s Declaration on a 
Green and Digital Transformation strategy.

2  G R E E N  T E C H  I N V E S T M E N T  F O C U S 

Figure 2. Green transition

Source: Arthur D. Little

Source: Arthur D. Little

Figure 2. Green transition
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A R T H U R  D .  L I T T L E

In our recent Prism piece “The Green Gambit,”2 
we explain in some detail why now is a perfect 
time for companies to make bold strategic 
moves in green investments (see Figure 2). 
Companies are in a position to adopt a new focus 
on nurturing disruptive ventures and redefining 
their role as part of a broader ecosystem, and 
collaborating with others to shift toward a 
greener economy. Who dares wins.

2 Kolk, Michael, et al. “The Green Gambit.” Prism, 2021.

TODAY WE ARE 
FACING THE 
EMERGENCE OF  
A NEW EPOCH: 
THE GREEN AGE

ACTIONS FOR THE EXECUTIVE

To successfully navigate the green transformation, executives will need to:

1. Understand stakeholders’ needs and identify green macro-opportunities across multiple 
value chains and business models.

2. Anticipate other players’ strategic moves and interests without assuming competitive forces 
stay within their traditional fields. For example, in the energy space, Total is one of the most 
aggressive players, acquiring targets across different fields such as SunPower (solar) and Saft 
(batteries).

3. Leverage latest technology developments and move fast when executing strategies and 
making decisions. Sufficient capital must be made available to finance the journey from concept 
to commercialization. 

4. Innovate and execute with strategic partners in a chosen ecosystem. For example, Panasonic 
has  built European partnerships with energy player Equinor and material provider Hydro to 
establish a sustainable and competitive battery business in Europe.
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MOST OCCUPATIONS COULD 
SEE ACTIVITIES SHIFT TO 
HYBRID APPROACH

Previously it has been clear which tasks are 
allocated to humans and which to machines. 
Either the machine is faster, more reliable, or 
more precise, or if the tasks are too complex or 
creative, they need to be handled by humans. 

We are on now on the verge of a new era 
where technology innovation will lead to a 
fundamental shift both in business and society, 
establishing entirely new working relationships 
between humans and machines. 

3 Meige, Albert, and Michael Papadopoulus. “Metaverse: The Lego Bricks.” Presans, 2022.

Certain routine tasks will be allocated to 
machines and AI algorithms, enabling workers 
to focus on higher-value tasks. However, in 
their roles, humans will increasingly work in 
conjunction with technology (see Figure 3). 

The space in which tasks and execution will 
occur is also changing. We have already 
experienced new forms of technology-enabled 
hybrid working during the pandemic. However, 
developments such as the metaverse will take 
this to an entirely new level. It will create new 
symbiotic spaces in which humans and machines 
will be empowered to seamlessly work in 
conjunction. In our recent article, “Metaverse: 
The Lego Bricks,”3 we introduced a framework 
that explains the foundational building blocks 
of  the metaverse and its stages of development. 

3  H U M A N - M A C H I N E  F U S I O N 

Figure 3. Human-machine fusion

Source: Arthur D. LittleSource: Arthur D. Little

Figure 3. Human-machine fusion
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A R T H U R  D .  L I T T L E

This human-machine fusion will have major 
implications for both workers and society more 
generally, which need to be understood and 
communicated. It also provides tremendous 
potential to unlock the next wave of sustainable 
operational performance improvements for 
businesses and societies alike.

Human-machine fusion is already becoming a 
reality. Email programs automatically suggest 
replies based on the content of messages, 
chatbots take customers through the process 
of returning an item, and voice analysis routes 
calls to the most relevant department without 
an operator’s involvement. This bot-based 
empowerment is just one of the many growing 
examples of human-machine fusion. 

THE SPACE IN 
WHICH TASKS 
AND EXECUTION 
WILL OCCUR IS 
CHANGING

ACTIONS FOR THE EXECUTIVE

Human-machine fusion delivers impacts in three areas:

1. The fusion of human and machine tasks. Tasks that previously could not be automated due to 
their complexity or unpredictability are now selectively supported by machines, augmented reality, 
and AI. The classic “either/or” task distribution between humans and machines is being upended 
and a balanced, strength-oriented allocation of tasks is made possible. The result will be significant 
increases in operational quality, speed, and efficiency. Investigate which tasks can be handled in 
this way within your organization.

2. Increasing adoption of augmented decision making. Through a combination of technology and 
analytics, humans can be supported to make better, more informed decisions in complex, time-
critical scenarios. AI is not making the final decision but is able to analyze data from across a wide 
range of sources to make recommendations and predictions for future scenarios that humans can 
then act on. This helps businesses to understand more accurately the past and present and reduces 
uncertainty in today’s rapidly changing business environment.

3. Improved empowerment and employee satisfaction. As mundane and low-value tasks are 
reallocated, employees can shift their attention to more meaningful and significant tasks. They will 
need to learn new skills as they work in conjunction with machines, leading to greater job diversity 
and enhancing their motivation and job satisfaction.
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DIGITAL TRANSFORMATION 
REQUIRES NEW SKILLS FOR 
SUCCESS 

Digital is the new normal. Leadership styles 
therefore must shift to mastering digital 
transformations, the impacts of the pandemic, 
fast-moving markets, and virtual companies.

Successful digital leaders steer and develop 
their organization by understanding and 
leveraging the power of technology, and by 
fueling the company with creativity and a vision 
for the future. Digital leaders are continually 
curious and open to learning about new 
technology to understand how it can deliver 
business value. 

They are also able to build an inclusive culture 
that makes people feel connected to the 
company’s mission and to their peers. 

Over the past two-plus years of the pandemic, 
adaptability was seen as the top skill for 
effective leaders, as they were forced to 
quickly change organizational focus, manage 
uncertainties, cope with new regulations, and 
deliver on shifting market requirements. 

Today, leadership requires more than 
adaptability (see Figure 4). As well as being able 
to react quickly, leaders need to be an anchor for 
employees and provide continuity. 

4  A G I L E  D I G I TA L  L E A D E R S H I P

Figure 4. Digital leaders

Source: Arthur D. Little

Source: Arthur D. Little

Figure 4. Digital leaders
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A R T H U R  D .  L I T T L E

Suitable talent needs to be identified and 
coached to take on leadership and change-
enabling positions. Leaders should also 
empower self-organized teams, clearly 
articulating their expectations, guidelines, and 
responsibilities, while knowing when to step in 
and out to unlock innovation and motivation.

However, only 30% of digital transformations 
are successful. That failure is often linked to 
poor leadership that leads to a lack of employee 
buy-in, ineffective change management, and 
unfocused communication. This demonstrates 
that digital leadership is still in its infancy.

SUCCESSFUL 
DIGITAL LEADERS 
LEVERAGE 
THE POWER OF 
TECHNOLOGY

ACTIONS FOR THE EXECUTIVE

To build and anchor digital leadership in your organization, focus on these best practices:

1. Start at the top. Gain executive commitment and willingness to radically transform traditional 
mindsets and cultures.

2. Demonstrate empathy and enthusiasm. Spread the new mindset and culture by incorporating 
it into everything you do. This visibility will pave the way for greater adoption among employees. 

3. Communication is key. Routines such as daily stand-ups, one-on-ones, retrospectives, and “feed 
forward” exercises are important to reinforce the new culture. 

4. Give it time. Understand that change is an iterative process that requires time to be internalized.
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USE ELEMENTS OF PLAY TO 
INDUCE POSITIVE BEHAVIOR 
IN A SERIOUS CORPORATE 
ENVIRONMENT 

We live — and work — in a time of unprecedented 
and continuous change. As organizations react 
and transform, employees need to buy into this 
change for it to be successful. Yet by nature, 
humans are suspicious of the risks of change 
and what it will mean for them and their roles. 
Creating and driving motivation within teams 
requires an intelligent approach.

One key to success is translating corporate 
goals into meaningful personal goals, and 
inspiring employees to meet these goals on 
a regular basis. Gamification is a modern 
approach, using elements of games to move 
employees in certain directions: playful design 
elements are fun, transparent information 
motivates, feedback is instant, and successes 
are celebrated immediately (see Figure 5). 

Humans are play animals. While corporate life 
can be serious and not purely about play, leaders 
can use gamification elements to induce and 
reward positive behavior. This is not about 
deceiving employees, but about adopting a 
playful approach to certain behaviors that fit 
with the employee’s own goals.

5  G A M I F I C AT I O N  F O R 
T R A N S F O R M AT I O N

Figure 5. Gamification for transformation

Source: Arthur D. Little

Source: Arthur D. Little

Figure 5. Gamification for transformation
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A R T H U R  D .  L I T T L E

While it has been adopted by some 
organizations, the full potential of gamification 
has not been widely recognized. However, 
the example of utility British Gas shows the 
benefits it delivers. The company needed to 
grow revenues through engineer-generated 
leads. Traditional financial incentives failed 
to deliver. Instead, the company built a 
mobile, game-based app Game of Flames, in 
which engineers earned points through leads, 
challenges, and badge unlocks. This released 
intrinsic motivation within the workforce to 
drive engagement and increase sales, resulting 
in a 37% growth in leads. 

DRIVING 
MOTIVATION 
WITHIN TEAMS 
REQUIRES AN 
INTELLIGENT 
APPROACH

ACTIONS FOR THE EXECUTIVE

To embrace gamification, start by identifying desired behaviors and then design concepts  
to engage employees. Use the Fun Circle approach shown in Figure  5, which has four steps:

1. Self-insight and motivation by transparent data. As a business, understand what metrics need 
to improve and be specific as well as transparent about how they are measured. Design and align 
the metrics in line with employees’ goals and motivation.

2. Action. Identify how the set metrics can be achieved (e.g., by showing sales figures in a centrally 
accessible leaders board or employees earning badges on their intranet profile). 

3. Progression and feedback. Make sure that your employees have everything they need to perform 
and grow by both supporting them with the right training and coaching, but also providing time 
for self-reflection and constructive feedback that enable continuous improvement.

4. Celebration. Reward your employees with something they value. While this will vary from one 
employee to another, it should be a healthy mix of financial, social, and personal recognition by 
and within the company. Show your employees how impactful their contributions were and what 
difference they made.
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USE LEARNING MECHANISMS 
TO AUTOMATE COMPLEX, 
INFREQUENT ACTIVITIES 

Business process automation (BPA) enables 
organizations to automate repeatable and 
multistep processes. Generally, these business 
processes can be divided into three layers that 
potentially can be automated:

1. The user interface or presentation layer, which 
visualizes the process activities, such as on a 
screen. 

2. The processing layer, which describes the ways 
that data is manipulated, used, and changed 
within the business process. 

3. The data layer (including storage and data 
warehouse), which describes all the data 
management activities within the process. 

Until now, organizations have primarily focused 
on the first layer of a business process, the 
presentation layer. Robotic process automation 
(RPA) is increasingly being implemented to 
automate these very simple activities, which 
used to require user input (e.g., transferring 
data from a PDF to a spreadsheet). RPA requires 
a form-deterministic logic and structured 
input (e.g., form fields) to automate the process 
activity. This means it can only be utilized 
for process activities that are repetitive and 
predictable. 

6  A I - E M P O W E R E D  B U S I N E S S 
P R O C E S S  A U T O M AT I O N

Figure 6. AI-empowered BPA

Source: Arthur D. LittleSource: Arthur D. Little
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A R T H U R  D .  L I T T L E

AI-empowered BPA goes beyond RPA to directly 
address the processing and data layers (see 
Figure 6). It can deal with non-deterministic 
processes and is able to identify, choose, 
and combine the most suitable processing 
and data activities to execute the business 
process. AI can work with probabilistic, 
textual, and qualitative unstructured data 
alongside traditional deterministic, numeric, 
and quantitative structured data sources. 
This means it can be used to execute cognitive 
processes, not only enabling automation 
but also making these processes completely 
autonomous. 

This AI-empowered BPA delivers a significant 
increase in organizational productivity. For 
example, the process of loan applications can be 
made autonomous through AI. Customers apply 
via mail, with forms automatically scanned and 
entered into an internal application. Once this 
step is completed, the customer credit score is 
extracted and then analyzed by AI. The system 
can then decide whether the customer fulfils 
the eligibility criteria to be granted the loan 
and, if approved, can then transfer the money 
to the customer following a quality review.

AI-EMPOWERED 
BPA DELIVERS 
A SIGNIFICANT 
INCREASE IN 
ORGANIZATIONAL 
PRODUCTIVITY 

ACTIONS FOR THE EXECUTIVE

Incorporating AI-empowered BPA can significantly improve the productivity of the organization.  
At the same time, there are several considerations to keep in mind when implementing it:

1. Start with simple processes and experiment so that your organization can establish an 
understanding of process automation. Once you have experimented with simple processes and you 
have completed some proof-of-concept work, gradually identify more complex processes that are 
suitable for automation.

2. Communicate with staff and manage their expectations early on. “Automation” can be a very 
alarming word for employees, as it may invoke the impression that their work will be taken 
away from them or they might no longer be needed. Reassure your employees by showing your 
appreciation and commitment to them and assure them that automation will have a positive 
impact  on their personal tasks as well as the organization as a whole.

3. Listen to your customers, as they might have an entirely different view and expectation of the 
processes that you feel might be worth automating. Before totally automating specific customer 
experiences or interactions, understand the whole customer journey and its interconnection with 
existing process steps. Focus automation on processes where your employees can add limited value. 
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ENSURE COMPLIANCE 
WITH PRIVACY RIGHTS 
WHILE INCREASING 
OPPORTUNITIES

Given the central role technology plays 
in our lives, it is vital that there is a clear 
understanding across society of both its 
benefits and how companies are collecting 
and sharing personal data. This can be achieved 
by keeping users informed and ensuring that 
adequate privacy policies are in place. 

The rise of technology has changed the nature 
of privacy, moving it to the center of public 
attention. People want to selectively share 
personal information, but they want to decide 
who they share information with and determine 
how their information is processed and used 
(see Figure 7). They want greater control, 

an objective supported by growing privacy 
regulations around the world.

However, until now, privacy practices have 
focused predominantly on “notice and consent” 
— essentially telling consumers what an 
organization is planning to do with their data 
and gaining their consent. This approach is 
insufficient. 

In fact, a study by Pew Research found that 97% 
of Americans had been asked to agree to terms 
and conditions through such privacy policies, 
with 25% having to consent on a daily basis. 
However, just 9% said they always read the 
policy in full before agreeing to the terms and 
conditions. The complexity of these policies not 
only impacts the data of private individuals, but 
also that of businesses as they embrace digital 
workplace technologies. 

7  T E C H N O L O G Y/ P R I V A C Y  B A L A N C E

Figure 7. Technology-privacy balance

Source: Arthur D. Little

Source: Arthur D. Little

Figure 7. Technology-privacy balance
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A R T H U R  D .  L I T T L E

It is clear we need fresh approaches based on 
new principles, as well as enabling businesses 
to ensure that they meet regulatory standards 
to protect customer data and other digital 
assets and prevent privacy issues and data 
breaches.

THE RISE OF 
TECHNOLOGY 
HAS CHANGED 
THE NATURE OF 
PRIVACY

ACTIONS FOR THE EXECUTIVE

Organizations should follow these four principles to design effective technology privacy practices:

1. Understand your technology landscape, the underlying technologies being used, and how your 
technology providers are using your data to understand the risks and benefits of deploying specific 
technologies. 

2. Design effective technology, data governance, and related policies that proactively address 
and manage operational risks for your business, employees, and customers. To start, implement 
zero-trust access management, multi-factor authentication, and proactive activity monitoring. 
This  helps to provide guiderails for how you and your customers do business safely.

3. Be open and transparent about how you use and process customer data and help customers 
understand and determine the necessary tradeoffs required when consuming technologies or 
services. 

4. Be ready to act in case of cyber emergencies. Recent ransomware and other attacks have 
shown the vulnerabilities of organizations and public sector bodies of all sizes. While you should 
proactively address threats before they become a reality, it is of vital importance to have an 
effective emergency protocol in place for when a cyber incident happens.
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CREATING NEW MARKETS 
& OPPORTUNITIES FOR 
FINANCE

Tokenization is the process of transforming a 
specific, valuable asset into digital tokens that 
are usable on a blockchain application (see 
Figure 8). Both tangible assets, such as gold, 
real estate, or artworks, and intangible assets, 
including ownership rights, content licensing, 
and voting rights, can be converted into digital 
tokens.

At the heart of tokenization is a decentralized 
financial system (DeFi) based on blockchain 
technology that enables efficient trading 
of assets and operates without traditional 
intermediaries. Through blockchain technology, 
ownership, rights, assets, and tangible goods 
can be digitally represented and contribute 
to an open and interoperable financial 
infrastructure. Once created, tokens can be 
sold and purchased in digital marketplaces.

8  T O K E N I Z AT I O N :  A  N E W  W AY 
O F  T R A D I N G  A S S E T S 

Figure 8. Asset tokenization

Source: Arthur D. Little

Figure 8. Asset tokenization
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A R T H U R  D .  L I T T L E

Tokenization creates a broad field of innovative 
applications and opens up new forms of 
collaboration. 

A concrete use case for tokenization is in 
its potential to disrupt markets for capital-
intensive assets such as equipment and heavy 
machinery. Rather than customers buying 
or leasing the equipment required for their 
business, tokenization allows for pay-per-use 
solutions. This creates new business models 
for equipment manufacturers and the financial 
services sector, while benefiting firms that 
typically require capital-intensive assets. 
Advancements in Internet of Things (IoT) 
technology, hyperconnectivity, and automated 
payment solutions are accelerating the trend 
toward tokenization, thus marking the next step 
in the transition from product to service-based 
business models.

TOKENIZATION 
CREATES A 
BROAD FIELD 
OF INNOVATIVE 
APPLICATIONS 

ACTIONS FOR THE EXECUTIVE

Follow this three-step process to investigate whether tokenization will deliver value to your 
business and where to focus your strategy:

1. Evaluate your product portfolio. Determine whether there would be a demand from your 
customers or business partners for your current products or services to be tokenized.

2. Imagine yourself as the customer. If you are a business that holds large and capital-intensive 
assets on your books, ask yourself whether tokenization would work for you. How would you 
reallocate your spare capital and what impact would higher liquidity have on your business model? 

3. Think one step ahead of the competition and anticipate the market. Ask yourself whether, 
in your field of business, there are any complementary tokenized products or services that could 
add value. Have fun while experimenting with your product and market research teams on a set 
of scenarios and how they would influence your tokenization decisions.
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UNDERSTAND HOW REAL-
TIME COMMUNICATIONS 
WILL IMPACT YOUR 
BUSINESS

Hyperconnectivity (HC) describes the 
connectivity that exists in digital environments 
and the interaction between information 
systems, data, and devices — all of them 
connected to each other through the Internet. 
For consumers and organizations of all shapes, 
sizes, and purpose, HC provides real-time access 
to data, enabling instant decision making and 
more transparent processes.

These advances in connectivity enable everyone 
to develop new ways of communicating, working, 
and spending their free time. Simultaneous 
advances in personal electronics, software, 
hardware, the metaverse (the emerging space 
that is merging virtual and real worlds), and the 
IoT are further fueling the demand for HC in the 
consumer and business worlds. While there are 
a wealth of applications and use cases for HC, 
generally it will allow people, machines, and 
other digitally enabled assets to share data 
and take instant actions to ensure they operate 
smoothly, effectively, and sustainably. 

Figure 9 outlines hyperconnectivity’s estimated 
development timeline, highlighting multiple 
uses to bring to life the abstract concept behind 
each development stage. 

9  H Y P E R C O N N E C T I V I T Y

Figure 9. The hyperconnectivity timeline

Source: Arthur D. Little

Source: Arthur D. Little

Figure 9. The hyperconnectivity timeline

T
O

L
E

R
A

T
E

D
 D

E
V

IA
T

IO
N

 O
F

 N
E

T
W

O
R

K
 P

E
R

F
O

R
M

A
N

C
E

T I M E L I N E

E X I S T S  N O W

B Y  2 0 2 5

B Y  2 0 3 0

BEST EFFORT
• Web browsing
• Apps

DIFFERENTIATED SERVICES
• Voice
• Video

TRAFFIC ENGINEERING
• Edge computing
• Private networks

GUARANTEED
• AR/VR
• Autonomous vehicles

TIME-SENSITIVE
• Telemedicine
• Industrial IoT
• Other safety-critical ultra-low latency comms

TELEPORT (near-instant)
• Tactile Internet
• Industrial avatars/digital twins
• Other holographic media

2 0

R E P O R T:  0 6 . 2 0 2 2
1 1  T E C H N O L O G Y  T R E N D S  F O R  P O S T- C R I S I S  S U C C E S S



A R T H U R  D .  L I T T L E

As bandwidth, latency, and connection speed 
have increased dramatically over time, we have 
witnessed rapid technology developments that 
are enabled through stronger, faster, and more 
reliable connections. With the emergence of 
6G by the end of this decade, we anticipate 
greater technology integration, frictionless user 
interactions, more immersive user experiences, 
and new ways to communicate, powered by 
a data transmission rate that is expected to 
exceed 1TB per second. 

Although we can only speculate, we could see 
the ability to connect and power more devices 
in one geographic location, sharp rises in the 
use of AI-powered robotics, and powerful neural 
networks that together will empower us in our 
personal lives as well as fuel the development 
of new business models and even greater 
technological innovation.

HYPER-
CONNECTIVITY 
PROVIDES REAL-
TIME ACCESS  
TO DATA

ACTIONS FOR THE EXECUTIVE

HC may seem like a far-future technology, but now is the time to put the right foundations in  
place to ensure you are ready to reap its benefits:

1.  Do not wait, but act early and lead by identifying those potential use cases that will have a 
tremendous impact on your business model, processes, and the entire value chain. Take action 
and anticipate, and proactively make, decisions about your future strategy.

2. Design hyperconnected processes in a highly secure way, ensuring a secure environment and 
allowing all communications and interactions between people, devices, processes, and machines 
to be carried out safely. Factor security into your strategy and planning, and put in place appropriate 
recovery plans in case something does not go according to plan.
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BUILD A STRATEGY TO 
ENSURE LONG-TERM 
LEADERSHIP

Software leadership is now critical to success 
across multiple industries, with excellence in 
software development lowering barriers to 
entry for new players. For example, traditional 
automotive players have been disrupted by 
Tesla, the rise of which has been driven by 
a focus on software that essentially turns 
cars into computers on wheels. Competitors 
like Volkswagen are now trying to follow this 
example, as we describe in our recent Viewpoint, 
“Unleashing innovation in IT.”4 

4 Majster, Michael, et al. “Unleashing innovation in IT.” Arthur D. Little, February 2022.

Additionally, the software development 
field changes quickly, shaped by a range 
of heterogeneous trends, including the 
IoT, microservices and container-based 
architectures, cloud-native software 
development, serverless computing, agile ways 
of working, DevOps, and low code/no code. All of 
this means that companies need to understand 
and implement key characteristics if they 
wish to retain/achieve a technology leadership 
position. Staying ahead of the curve will require 
an understanding of the software industry, 
the technology-related trends driving it, and 
organizational trends and contexts that create 
demand for change . 

1 0   N E X T- L E V E L  S O F T W A R E 
D E V E L O P M E N T 

Figure 10. Next-level software development

Source: Arthur D. Little

Source: Arthur D. Little

Figure 10. Next-level software development
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A R T H U R  D .  L I T T L E

There are four crucially important dimensions 
to master in order to remain competitive and 
achieve a leadership position (see Figure 10): 

1. Technology — embracing new technologies 
to better meet customer needs.

2. Ways of working — being able to balance both 
scale/efficiency and creativity/innovation.

3. People and culture — building a culture that 
attracts and retains innovators.

4. Organization and collaboration — being 
open and working across ecosystems.

SOFTWARE 
LEADERSHIP IS 
NOW CRITICAL  
TO SUCCESS

ACTIONS FOR THE EXECUTIVE

Ongoing benchmarking is essential to becoming a market leader in software development. 
Executive leadership should keep the following considerations in mind: 

1.  Benchmarking should be regular (at least annually) and align with corporate change/target-
setting processes. 

2. Three main approaches to run these exercises are: (1) joint benchmark with peers, (2) surveys,  
and (3) paid surveys and interviews.

3. Working with an independent third party to support and execute benchmarking exercises  
is a good way of expanding reach and providing access to peers/competitors. 
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GROWING OPPORTUNITIES, 
GROWING RISKS

It is time to end the traditional physical and 
organizational separation between IT and 
operational technology (OT). IT is usually 
organized on a group-wide basis, with a focus 
on computers, storage, and networks, while 
proprietary OT is the responsibility of individual 
business units, with a focus on manufacturing 
equipment and processes in a cyber-physical 
system (CPS). 

Two pressing reasons make this separation 
obsolete: 

1. The deep, constant interconnectedness of 
OT systems with the corporate network.

2. The possibilities this creates for cyberattacks 
that can cause increased damage to the entire 
business.

Interconnecting OT systems is essential to 
deliver more automated, adaptive, and thus 
more efficient production. Leaders like Tesla 
are showing the way. Through a consistent focus 
on automation, production at the company’s 
new Gigafactory near Berlin is up to 30% more 
efficient compared to established automotive 
manufacturers. This demonstrates the power of 
the Industrial Internet of Things (IIoT) to act as a 
game changer in production systems.

1 1   C Y B E R S E C U R I T Y  C O N V E R G E N C E 
A C R O S S  I T  &  O T

Figure 11. Converged IT/OT cybersecurity

Source: Arthur D. Little

Figure 11. Converged IT/OT cybersecurity
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At the same time, cyber risks are growing as this 
connectivity enables data transfer and remote 
access and every connected device represents 
a potential risk. Hence, internal OT networks 
are becoming vulnerable to external attacks 
from cyber criminals, leading to substantial 
potential for damage. For example, significant 
production losses will result if manufacturing 
equipment is manipulated or disconnected from 
power. Despite this threat, many companies still 
lack the IT know-how in their production teams 
to develop recovery and contingency plans for 
their OT systems. 

To deliver complete protection, end-to-end 
cybersecurity approaches are therefore 
required (see Figure 11). From a technical 
perspective, they must cover every endpoint 
and every communication path with coordinated 
management systems and ensure homogeneity 
across all company sites. From an organizational 
perspective, they should encompass and 
interconnect both IT and OT. 

SECURITY  
RESPONSIBILITIES 
BETWEEN IT &  
OT MUST ALSO  
BE REDEFINED

Security responsibilities between IT and OT 
must also be redefined, resolving conflicting 
goals between production and security 
viewpoints (e.g., around the patching of OT 
systems). Introducing key risk indicators 
(KRIs) supports this redefinition, enabling 
companies to predict and assess potential 
business risks. Through this, the likelihood of 
potentially catastrophic cyberattacks can be 
reduced, averting serious security, financial, 
and reputational losses.

ACTIONS FOR THE EXECUTIVE

Start by assessing your IT and OT cybersecurity vulnerability in order to increase your maturity 
from a technical and organizational perspective:

1. Compile an accurate and updated inventory of all (connected) IT and OT systems. 

2. Evaluate OT systems based on their cybersecurity vulnerability, then define cooperation 
requirements between IT and production.

3. Update or expand information requirements, reporting obligations, and cooperation demands 
between IT and production.

4. Establish a comprehensive IT and OT cybersecurity governance policy, built on this foundation, 
to define clear responsibilities, cooperation, and capabilities.

5. Do not stop here! IT/OT cybersecurity is a moving target, requiring ongoing reconnaissance to spot 
potential threats and vulnerability checks to mitigate accordingly.
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TURNING TECHNOLOGY  
INTO BUSINESS IMPACT

In a world of growing uncertainty, the 
organizations that succeed will be those that 
digitize effectively and harness technology 
to become more agile, innovative, productive, 
and sustainable. 

Transforming through technology requires 
new skills, capabilities, and leadership, 
combined with the ability to understand and 
apply technology where it delivers its greatest 
benefit. Senior managers should therefore begin 
by analyzing the short-, medium-, and long-term 
trends set out in this Report and then look to 
apply those that are most relevant within their 
organization to drive future success.

ORGANIZATIONS 
THAT SUCCEED 
WILL BE THOSE 
THAT DIGITIZE 
EFFECTIVELY 
AND HARNESS 
TECHNOLOGY

C O N C L U S I O N
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